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Background to NOCLAR

= Public interest considerations

o Regulatory and enforcement authorities concerns since
2007

o Auditors resigning due to identified or suspected
NOCLAR without addressing issues

o A lack of guidance in the Code about the thought
process and relevant factors to consider

o Based on IESBA's global standard which was
developed over 6 years
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Definition of NOCLAR

Any act of omission or commission, intentional or
unintentional, committed by a client or employer, or
by TCWG, management or other individuals
working for or under the direction of a client, or the
employing organisation which are contrary to the
prevailing laws or regulations.
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Scope of NOCLAR

An act that causes substantial harm

= |nvolves serious adverse consequences to investors,
creditors, employees, general public in financial or non-
financial terms

= Has wide public interest implications
= Examples:

o Financial fraud resulting in significant financial losses to
Investors

o Breaches of environmental laws/regulations that
endanger health and safety of employees or public
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Scope of NOCLAR

= NOCLAR or suspected NOCLAR that can cause
substantial harm relate to matters:

o that have a direct and material effect on a client’s or
employer’s financial statements

o that are fundamental to an entity’s business/operations
or to avoid material penalties

= Excludes:
o Inconsequential matters
o personal misconduct unrelated to business

o Non-compliance not committed by a client or employer
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Examples of laws and regulations

NOCLAR covers:
o Fraud/corruption/bribery
o Securities markets trading HSBC
o AML/CTF/proceeds of crime
o Banking/financial products & services

o Public health and safety

o Data protection
o Tax/pension liabilities

o Environmental protection

o Public health and safety
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Scope of NOCLAR

= NOCLAR Framework

o Sets a framework to guide accountants’ actions to
consider when they become aware of NOCLAR or
suspected NOCLAR that poses substantial harm

o Member’s professional judgement

o In exceptional circumstances, in the absence of
appropriate action permits disclosure to an appropriate
authority who can address the matter

o Effective 1 January 2018 in Australia, early adoption
permitted
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All Members impacted

= Applies to all Members of CA ANZ, CPA Australia and IPA

= Amending Standard to APES 110 Code of Ethics for
Professional Accountants (Code) issued May 2017

o Section 225 Members in Public Practice
o Section 360 Members Iin Business

o Consequential amendments to other sections
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NOCLAR Framework - 4 variations

= Auditors Framework specifies

different but
proportionate
approach for each
category of
accountants

4l
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= Other Members in Public
Practice

= Senior Members in Business
(directors, CFOs, senior
finance staff)

= QOther Members in Business
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Requirements of NOCLAR Framework

« Adopts a differential proportionate approach
which:

— recognises the remits of four categories of
Accountants

— Members spheres of influence

— Members levels of authority, responsibility and
decision making power

— levels of public expectations on Members
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General NOCLAR Framework

Obtain an understanding of the matter
Address the matter

Determine whether further action is needed

> W e

Determining whether to disclose the matter to an
appropriate authority

5. Documentation
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The Madoff Ponzi Scheme
- The Fraud of Bernard Madoff

Portugal

Bernard "Bernie" Madoff
Born i the New York City borough of
Queens, on April 29, 1938,

Malta
Sentenced on June 29 to 150 years m prison,
pled guilty o an 11count ermunal complaint, Israel
adnuting o defranding thousands of mvestors
of balbons of dollars. H, comvicted
af operating a Ponz) that has been
called the largest myes aud ever
commutted by asigle person,
Chile?
{ Argentina The countries affected by the frand
Total cost ;& Number of years sentence
of the fraud - for those involved
$285 m Bernie Ebers World comm Chicf
$170b ik Jeff Skilling Enron Chief
Ponzi scheme total $ . ;
64 b $46 m 20 years Tim Rigas
Profits wiped out > / Chicf of Adelphia communications
'gi CCS
':.:‘" LANGANZ 10 hind?_r=Menp=titem= o | it o cevudk/ ol e/ Catiche 5750960 e | Hep / wweslivodcem.com evetrbuteck e SHEKE ot Aot
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Chasin
g Madoff for 9 years in the public interest

»'CHASING MAPOfF lS_STARILlf;&?, INF}‘H‘HAPN(E '{ANfDdV_ITAL‘

A sooring indites

UNFORTUNATELY, BASED ON A TRUE STORY.

CHASING

THE STORY YOU DON‘T KNOW BEHIND THE CRIME YOU CAN‘T FORGET.

© mummx c
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https://www.youtube.com/watch?v=ZWjt5pzj3uE
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A courageous forensic investigator...

Harry Markopolos — Independent Financial Fraud Investigator &
Analyst

« Warned the US SEC’s Boston office in May 1999

« Submitted an eight page document listing red flags to the Boston
Office in May 2000

+ At the time Madoff fund was estimated at US$7-10 billion

 Resubmitted evidence to U.S. SEC Offices in 2001, 2005, 2007 and
2008

« The 2005 report documented 29 red flags, at which time the Madoff
fund was estimated at US$20-50 billion

* The final loss in excess of $170 billion
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General NOCLAR Framework

1. Obtain an understanding of the matter
« Obtain an understanding of the matter
* Apply knowledge, professional judgement and expertise

« Subject to nature/significance of matter consult within
the applicable organisation, Professional Body or legal
counsel on a confidential basis

- Raise matter to management/TCWG
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General NOCLAR Framework

2. Addressing the matter

« Advise management or TCWG to take appropriate and
timely action to address the issue

- rectify/remediate/mitigate the consequences

- deter the non-compliance if it has not occurred

- disclose to appropriate authority (required by law or
public interest)

« Comply with applicable laws/regulations and if applicable
Auditing standards
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General NOCLAR Framework

3. Determining whether further action is needed
* Assess response of management or TCWG
« Consider other factors that impact the issue
 Further action by the Member may include
(a) Disclosure to an appropriate authority

(b) Withdrawal from the engagement or assignment
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General NOCLAR Framework

4. Determining whether to disclose the matter to an

appropriate authority

 |s disclosure precluded by law or regulation?

« Nature and extent of substantial harm

« Consider External factors such as existence of an
authority, Whistleblower protection, or physical safety

 |f disclosure is appropriate then_not considered to be a
breach of confidentiality under Sec. 140 of the Code.

* Disclose, if imminent breach leading to substantial harm

19
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General NOCLAR Framework

5. Documentation

* Document the following matters:
- Identified or suspected NOCLAR
- discussions of identified or suspected NOCLAR
with management, TCWG and other parties
- response of management and TCWG

- courses of action considered, judgements
made and decisions taken (apply reasonable 3" party
test)
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NOCLAR Framework for Auditors

Specific Auditor Obligations

« Comply with requirements under Auditing and Assurance
Standards

« Communicate in the context of group audit
- Component Auditor to communicate with the Group
Engagement Partner (EP)
- Group EP to Communicate with component auditors
« Documentation required
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for Other PAs In Public Practice

Specific Obligations for other PAs in Public Practice

 Where the client is an audit client of the Firm or Network
Firm communicate the matter within the Firm/Network Firm
and the Audit Engagement Partner

« Where the client is not an audit client of the Firm or Network
Firm consider communicating with the external auditor

« Documentation is encouraged as per NOCLAR but note
APES 320 Quality Control for Firms
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for senior PAIBs

Specific obligations on a Senior PAIB
« Set the right tone at the top within the organisation.

« Establish appropriate policies and procedures to
prevent NOCLAR

« Establish internal whistle-blowing procedures as a
necessary part of good governance

« Disclose to External Auditor in accordance with
obligation to provide information to conduct audit
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for senior PAIBs

Courses of further action for a Senior PAIB may include:

 Informing the parent entity in the case of a group
* Resigning from the employing organisation

« Documentation is encouraged
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NOCLAR framework for Other PAIBSs

Expectations for Other PAIBs

« Escalate the identified, or suspected NOCLAR to
Immediate superior or next higher level of authority

* Resigning from the employing organisation
« Documentation is encouraged
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Key considerations for disclosure

= Disclosure to an appropriate authority depends on various factors
o Precluded by law or regulation?

o Credible evidence of substantial harm to entity, stakeholders
and general public

o Existence of an appropriate authority
o Any legislative or regulatory protection for whistleblowing

o Likelihood of physical harm to Member or other individuals

= |n case of iImminent breach, immediate disclosure to authorities
IS permitted
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Existing legal and regulatory mechanisms

 RG 34 Auditor’s obligations: Reporting to ASIC

- Suspected contraventions of the Corps Act (Sec. 311 and Sec.
601HG)

- Contraventions/suspected contraventions by AFSL licensees (Sec.
990K) or Credit licensees (Sec. 104 of National Credit Act)

« ASIC Information Sheet 52 Guidance for Whistleblowers

- Protection of whistleblowers for breaches in companies under the
Corps Act (protected disclosures)

« AUSTRAC - reporting of money laundering activities (under AML-CTF
Act 2006)

* APRA reporting for misconduct in APRA-regulated entities
» Federal and state public sector whistleblower protections
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Whistleblower protection legislation

= Treasury issued Consultation Paper Review of tax and corporate
whistleblower protections in Australia

= APESB made a submission with following key points:

o Supports strengthening of statutory tax and corporate whistleblower
protections

o Supports expansion/clarification of qualifying whistleblowers in Corps
Act to cover accountants

o Strong whistleblower protections will provide proper legislative
environment and statutory protection for accountants to report
NOCLAR

o Implement a stand-alone legislation
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Key intended outcomes of NOCLAR

* Focus on public interest

« Accountants not to turn a blind eye

« Deter commission or address consequences of illegal
acts

 Increased reporting of illegal acts under law or
regulation, or under the Code in the public interest
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Resources

 For more information:
Visit: IESBA website
APESB website

« For timely updates, follow the APESB page:

M®

« To download APESB’s mobile app:
#  Download on the \ Getiton Gat it on
¢ App Store P Google play Windows 10

30


https://www.ethicsboard.org/
http://www.apesb.org.au/
https://www.linkedin.com/company/accounting-professional-&-ethical-standards-board?trk=top_nav_home
https://www.linkedin.com/company/accounting-professional-&-ethical-standards-board?trk=top_nav_home
https://itunes.apple.com/us/app/apesb-professional-standards/id950242266?mt=8
https://play.google.com/store/apps/details?id=com.apesb&hl=en
https://www.microsoft.com/en-us/store/p/apesb-professional-standards/9nblgggzl1wn
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What key changes have been made to ASA 250 Consideration
of Laws and Regulations in the Audit of a Financial Report?

The AUASB made limited amendments to ASA 250 in order to address potential inconsistencies

in relation to the approach when identifying and dealing with instances of identified or suspected
NOCLAR. Changes have been made to:

» Align aspects of ASA 250 to the amended APES 110 Code of Ethics for Professional
Accountants

» Clarify the requirement regarding the auditor’s determination of whether to report identified or

suspected NOCLAR to an appropriate authority outside the entity and the auditor’s duty of
confidentiality

» Highlight that the auditor may have additional responsibilities under law, regulation or relevant
ethical requirements

» Enhance the consideration of the implications of NOCLAR on the audit

 Emphasize the fact that, in certain cases, communication with management or those charged
with governance may be restricted or prohibited by law or regulation

—
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What key changes have been made to ASA 250 Consideration
of Laws and Regulations in the Audit of a Financial Report?

ASA 250 sets out specific expectations for auditors in relation to NOCLAR and differentiates
between two types of laws and regulations as follows:

(a) Laws and regulations generally recognized to have a direct effect on the determination of
material amounts and disclosures in the financial statements; and

(b) Other laws and regulations that do not have a direct effect on the determination of the
amounts and disclosures in the financial statements, but compliance with which may be
fundamental to the operating aspects of the business, to an entity’s ability to continue its
business, or to avoid material penalties; non-compliance with such laws and regulations
may therefore have a material effect on the financial statements.

For category (a), the auditor is required to obtain sufficient appropriate audit evidence
regarding compliance with the provisions of those laws and regulations.

For category (b), the auditor’s responsibility is limited to undertaking specified audit procedures
to help identify non-compliance with those laws and regulations.

Cews ?
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Which other AUASB Standards are affected by the changes?

ASA 210

Agreeing the Terms of Audit
Engagements

ASA 240

The Auditor's Responsibilities
Relating fo Fraud in an Audit of
Financial Statements

ASA 220

Quality Control for an Audit of
Financial Statements

Additional application material to
emphasise that the auditor should
consider including in the audit
engagement|etter the auditor’s
responsibilities under law, regulation or
relevant ethical requirements
regarding reporting of NOCLAR to an
appropriate authority

Amendments to be consistent with those

made to ASA 250, in particular to
address the additional responsibilities
under law, regulation or relevant ethical
requirements, the communication with
management and those charged with
governance, and reporting fraud to an
appropriate authority outside the entity

New application material to explain the
communication between a
predecessor and successor auditor,
including with respect to NOCLAR,
linking it to the provisions in APES 110

ASAE 3000

Assurance Engagements Other
than Audits or Reviews of
Historical Financial Information

ASRE 2400

Engagements to Review
Historical Financial Statements

ASAE 3402

Assurance Reports on Controls at

a Service Organization

Amendments to be consistent with
those made to ASA 250, in particular
to address the additional
responsibilities under law, regulation
or relevant ethical requirements, the
communication with management
and those charged with

governance and reporting NOCLAR
to an appropriate authority outside
the entity.

Amendments alsomade to
address the practitioner’s expected

Amendments to be consistent with
those made to ASA 250, in
particular to address the additional
responsibilities under law, regulation
or relevant ethical requirements, the
communication with management
and those charged with

governance and reporting NOCLAR

New application material to highlight
that the auditor may communicate
with third parties when NOCLAR is
identified

33



~—

NOCLAR: Practical examples

7-Eleven underpayment of wages and other
breaches of FWA

Fair Work Ombudsman v Blue Impression P/L &
Ors [2017] FCCA 810 (28 April 2017) — Accountant
held to be an accessory to employer breaches of
FWA

SKM Recycling — Coolaroo recycling plant fire —
Wyndham Council,and EPA regulations

Rio Tinto — alleged bribe of $10.5m to secure a
vast mining/céncession in Guinea

Amber Harrison and Seven West Media — private
agd/bf:ness?

Australian Border Force Act 2015 — secrecy
provision with exceptions — para 225.33 of
NOCLAR
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NOCLAR: Practical tips

. Read and understand the Standard

. View the Standard through a risk prism not just
more red tape

. Be very aware of the regulatory framework in

which clients operate — need to know your client g

even better than before ,/ -

. Provide training for staff and clients
. Update policies and procedures

-
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NOCLAR: Practical tips cont

. When should you seek legal advice?

. When should you withdraw from an
assignment?

. Do you know who the ‘appropriate authority’ is
for reporting purposes?

. Do you need to amend your engagement
letters and terms of trade?

/
/
S
/
P




INSTITUTE OF
PUBLIC
ACCOUNTANTS'

THANK YOU




IP

INSTITUTE OF
PUBLIC
ACCOUNTANTS®

HEAD OFFICE

Lewvel 4, 555 Lonsdale Street
Melbourne ¥IC 3000 Australia

T +513 85653100

F +413 B&65 3130

E headaoffice@publicaccountants.org.au

PUBLICACCOUNTANTS. ORGAL




Q & A session...
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